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Standards for both safeguards and physical security vary widely. In the case of national safeguards, most nations possessing significant quantities of nuclear materials have some form of national system for material control and accounting, to keep track of the quantities, locations, uses, and movement of nuclear materials under their control. The quality of these systems varies dramatically, however. The non-Russian states of the former Soviet Union, for example, are now facing the need to set up such systems for the first time, in the midst of ongoing economic and political transformations.
Similarly, standards of accounting at particular facilities also vary. At bulk plutonium processing facilities, for example, small percentage uncertainties in accounting for large quantities of material have so far made it difficult to meet the standard of "timely detection" of diversion of a "significant quantity" of plutonium (defined by the IAEA as 8 kilograms, although weapons can be made with less).33 Therefore containment and surveillance—efforts to ensure that fissile materials do not leave certain areas, or the facility as a whole, undetected—are also an important factor in both national and international safeguards.
International safeguards have somewhat different purposes and objectives. While national safeguards are designed primarily to detect theft of material from the control of the state on whose territory the facility operates, international safeguards are designed to detect diversion by the state itself. Thus, all of the information provided by the facility operator must be treated as potentially suspect and subject to verification. International safeguards work much as a bank audit does: the operator of the facility provides records on the beginning
32 Tliis division of "safeguards" and "security" into two distinct activities follows the IAEA usage. However, in other contexts, the word "safeguards" is sometimes used to include both material control and accounting, and physical security. That, for example, is how the term is used in most official discussions of U.S. national systems for security and material control and accounting. For a useful discussion of many of the issues raised in this section, see Paul Leventhal and Yonah Alexander, eds., Preventing Nuclear Terrorism (Lexington, Mass.: Lexington Books, 1987).
33 The chief problem in achieving such timely detection is that traditional material accounting techniques involved balancing the input and output from a plant with its current inventory, and for economic reasons, the plant shutdown required to take a full inventory could be done only at relatively long intervals (such as six months or a year). Thus, it could take that long for any missing material to show up on the books; and a very large amount of material would have been processed during the prolonged inventory period, requiring extremely precise accounting to detect diversioas as small as a few kilograms. New techniques have been developed to try to address this problem in recent years, however, using instruments to measure process inventories without shutting the plant down, or frequent comparison of the plant input and output to ensure that the amount of material in process is not changing in unexplained ways. Even these techniques, however, do not assure that the criterion of timely detection of diversion of 8 kilograms of plutonium could be met at a large facility through material accounting techniques alone. For discussions, see, for example, William Walker and Frans Berkhout, "Safeguards at Nuclear Bulk Handling Facilities," in J.B. Poole and R. Guthrie, eds., Verification Report 1992 (London: Verification Technology Information Center, 1992); and Marvin Miller, "Are IAEA Safeguards on Plutonium Bulk-Handling Facilities Effective?" Nuclear Control Institute, August 1990. For a summary of the
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